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Abstract:

	The objective of this assignment is to examine a new or upcoming form of technology that is intended to be utilized to combat or prevent computer related crime.













Magic 8 Ball Says:  ‘Try Again Later’
 
	For this final exam assignment we were challenged to identify and examine a recently introduced or potentially forthcoming form of technology that is intended for utilization in the combating or prevention of computer crime.
	Computer Forensics and Cyber Crime, An Introduction textbook author Marjie T. Britz, proposes a number of possible, not so much grand solutions per se, but rather suggestions that when taken together would potentially lead to a significantly safer cyberspace for business and leisure and less hospitable for the cyber-criminal.  In chapter 13 of our text, Britz makes some solid suggestions, my personal favorite being an increase in both awareness and public reporting leading into information that would potentially be used to establish “baseline measurements of prevalence and typologies of offenders” as “without such baseline data on incidents, offenders, forensic problems, and case outcomes, identification of regional or national trends is all but impossible, and the development of evidence analysis capabilities is unlikely” with the overall idea being that “such a compilation of data, when presented as an online clearinghouse, should encourage information sharing among investigators and agencies alike” (2013).  Such a resource might be utilized in a similar way to fingerprints or DNA databases as crime fighting tools for investigators and prosecutors.  The idea being that rather than every incident in every agency forcing same to ‘reinvent the wheel’ that together ‘two heads are better than one’.  Being likeminded in the sense that her overall suggestions made in chapter 13 would mirror my own, they are at present unrealistic at best and downright delusional dreaming at worst… which is a sad commentary not on the author, but of the current reality.



The Future is Now… for the United Kingdom

	At least in part someone somewhere has begun the process Britz suggests.
In March of 2013 the UK government “announced a partnership with industry to share information and intelligence on cyber security threats” with the Cyber Security Information Sharing Partnership (CISP) which “delivers a key component of the UK national cyber security strategy” in the facilitation of info-sharing on cyber threats, first within the industry with a focus on Critical National Infrastructure (CNI) and later to expand membership to Small and Medium-Sized Enterprises (SMEs) (Ashford, 2013).  	Just this November at the ISSE 2015 security conference in Berlin the call to encourage the “cyber security industry to improve its engagement with SMEs” was reiterated by Emma Philpott, Chief Executive Officer (CEO) of the IASME Consortium, a UK Information Assurance Firm.  “The approach has to be simple, there must be no cyber speak, SMEs should not be made to feel bad and the cost must always be as low as possible when engaging with SMEs” says Philpott.  “Engagement by the Information Security Industry is necessary, she said, because SMEs typically do not bother about cyber security” with the main reasoning behind it being that “SMEs do not understand the threat to their business – especially from cyber-crime – SMEs do not know what to do, expertise is expensive and SMEs are typically too busy keeping their business afloat” (Ashford, 2015).  “Another key problem is that SMEs do not hear about other SMEs being breached in cyber-attacks, either because those SMEs targeted attempt to keep it quiet or [and this is the truly scary part] they do not know that they were breached,” said Philpott.  

Big Picture or Big Wallet?  I Think We Know Which One Wins.
	Although government officials who clearly support the initiative may be ready to take it to the next level, it’s equally understandable how and why the market may be reluctant to open up being as the very entities they stand to profit from selling protection are now expected to cooperate with SMEs not only at a loss of potential income for the ‘greater good’ but must also ‘dumb it down’ for the lay-person to understand when they are fluent in a much higher language.




Conclusion

	In summary, Britz offers the following insight:  “Interagency collaboration notwithstanding, increasing awareness of the potentiality of digital evidence and its corresponding vulnerability.  Furthermore, investigators must obtain executive support so that resources may be allocated without reservation.  Until such a time, computer-related criminal investigations will remain substandard” (2013).
	Murphy’s Law, or the unofficial ‘law of unintended consequences’ means that even the most well intended invention can potentially be devastating when put into the ‘wrong hands’.  Meaning, that with our growing reliance and outright dependency on interconnected data, so too does our potential exposure to harm increase accordingly.  Borrowing content from my course midterm submission is that while few situations can afford the potential losses, most especially those most vulnerable from an already weakened financial standpoint.
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