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Abstract:

	The main objective of this assignment is to familiarize not only myself with an otherwise largely unfamiliar topic, but hopefully others with a greater understanding of the traditional, i.e. common, aspects and issues surrounding traditional problems associated with computer crime.











“You Take the Good, You Take the Bad, You Take Them Both 
and There You Have the Facts of Life”…  Gloria Loring 
[bookmark: _GoBack]	Author of the text book Computer Forensics and Cyber Crime, An Introduction Marjie T. Britz, minces no words in her tackling of not only the subject as it pertains specifically to the commission of computer or cybercrime but a harsh reality of the world at large, so long as there are bad people in the world, they can be expected to do bad things resulting in a negative result for someone.  Britz points out that the advent of “digital communications has greatly enhanced various aspects” of life, resulted in numerous “advances in medicine, increases in academic knowledge [the means by which are not lost in this particular situation], and the amplification of communication technology have significantly improved the quality of life for countless individuals” as well as “streamlined business operations for many corporations” (2013).  All of these are marvelous things… and then Britz drops the other shoe with “however, these advances have not been accomplished without substantial side-effects” as not unlike their traditional counterparts, “criminal entrepreneurs have embraced this new sphere, augmenting their traditional arsenals and altering their modus operandi [changing the typical way of doing things away from ‘business as usual’] and staking a claim in this newly created world” (2013).

		‘Location, Location, Location’ Isn’t Just a Real-Estate Mantra…
	One of the first and most difficult aspects of cyber or computer crime is the determination of the actual vicinage otherwise known as the location of the physical act, not only in terms of the perpetrator but also that of the victim and the act itself, all of which could potentially be in separate places.  “Unfortunately, the real world has not kept pace with its virtual counterpart” and “thus, the criminal justice system in general and police administrators in particular have been forced to confront contemporary problems (e.g., the lack of criminal physicality, and the intangibility and vulnerability of criminal evidence) with antiquated tools” (Britz, 2013).  With the digital world existing and operating on a truly global scale, the problem of enforcement of various laws which are traditionally kept and prosecuted within the confines of jurisdictional boundaries such as local, state, federal, and international become extremely muddled.  Maintaining privacy while pursuing criminal activities has suffered plenty of fumbles in its attempts, however well-meaning or intended, to balance personal liberties with potential criminal prosecution without turning into something out of the George Orwell dystopian novel Nineteen-Eighty-Four.  

			British Comedy and Tragedy in Cyberspeak
	Self-professed ‘security geek’ and London based public speaker James Lyne gave an enlightening, and equally horrifying, presentation at a TED Talks event back in September of 2013 during which he revealed some harsh statistics.  For example: as of the time of his presentation two years ago Lyne says that “every second, eight new users are joining the internet” and within 24 hours, there will be “250,000 individual new computer viruses” in addition to “30,000 new[ly] infected internet websites”.  Further he adds a bit of terrifying humor with “and, just to kind of tear down a myth here, lots of people think that when you get infected with a computer virus, it’s because you went to a porn site.  Right?  Well, actually, statistically speaking, if you visit porn sites, you’re safer” and providing a glint of dry British humor into his spiel “People normally write that down, by the way”.  As it turns out, small business websites represent 80% of internet infections, in no small part due to their lack of expertise in web security and insufficient funds or failure to see a need for justification of the additional expense.  Sound at all familiar?  It’s an argument that long predates digital communication and more often than not involved a biological element with much the same consequences.
	Something as simple as visiting a website with posting capabilities, in which one individual submits a vile script as they would any other post, the script is a code that is interpreted by the webpage.  Some unsuspecting ‘surfer’ goes to the post section and is suddenly redirected to a new website causing the browser to crash as it hits an exploit pack, (think of it like setting off a trip wire) triggering a fake pop-up antivirus.  Lyne explains that “this is a virus pretending to look like antivirus software, and it will go through and ‘scan’ the system” in so doing “it creates some very serious alerts” but that’s not the worst of it, what he finds truly insulting is that “not only does it provide the attackers with access to your data, but when the scan finishes, they tell you [that] in order to clean up the fake viruses, you have to register the product” (i.e. pay a fee).  He goes on with another bit of humor in the midst of the horror with “now I liked it better when viruses were free” and the fact that “people now pay cybercriminals money to run viruses” is a practice that Lyne personally “finds utterly bizarre” (2013).
	This is merely a modern version of the types of low-tech scams that have plagued senior citizens here in Florida for well over half a century.  And while victims will always be plentiful, it boils down largely to the basics.  Regularly update computer operating system patches, as a first line of defense like a pawn on a chess board, it’s better to have and not need than the opposite.  Use secure passwords and use different secure passwords for different online services.  Ideally, a legitimate, respectable, and well-reviewed anti-virus is also advisable least one find themselves being ‘pennywise and pound foolish’.  

Digital Criminal Database NEEDS INPUT
 	Just as in the real world when dealing with criminal activity, enforcement officials require more than just good intentions to make a case in the eyes of the law.  However, unlike the real world in which databases exist that contain fingerprints and DNA profiles thanks to interdepartmental recording and communication, the same cannot be said for the vast majority of cybercrime.  Lack of reporting by individuals and businesses alike means that there currently exists no reliable baseline from which to identify and track fluctuations in cyber-criminal enterprises and activities.  Britz summarizes as follows: “Interagency collaboration notwithstanding, increasing awareness of the potentiality of digital evidence and its corresponding vulnerability” that “investigators must obtain executive support so that resources may be allocated without reservation” and “until such time, computer-related criminal investigations will remain substandard” (2013).
Ostriches Don’t Actually Bury Their Heads!  
It Does However Seem that Some People Would Like To
	The noble bird is the victim of a bad rap; specifically of a visual deception known as an optical illusion.  Due to the inverse size of the head to body ratio, from a distance as the bird is pecking at the ground, the human eye interprets the inability to see the actual head by inferring therefore that the head must be underground.  The only instance in which the bird legitimately holds its head at a sub level is merely to turn the egg within its nest, but still, quite a wide opening as it would suffocate otherwise.
In other words… just because we can’t see it doesn’t mean it isn’t there.
	Likewise, while cybercrime is a largely foreign concept to the more traditional law enforcement personnel, it’s still an important and ever growing problem deserving of attention.  While in a pre-9/11 world during mid-2000 a nationwide Law Enforcement Technology Survey (LETS) and a similar Forensics Technology Survey in a report titled ‘Challenges and Choices for Crime-Fighting Technology’  revealed some staggering numbers in regard to technologies that were Not available to reporting local police at the time, including:  stun devices/projectiles 68%, computers in patrol cars 58%, (not at all surprising) detection and analysis of cyberattacks 79%, and (rather terrifying in retrospect) computer assisted dispatching (CAD) 35%.  Flash forward 15 years to the most recent such survey conducted in June 2015 by Public Technology Institute (PTI) and 2 have vanished by means of integration, one has evolved from merely CAD to “fully utilize mobile technology, including integration with CAD and other tools, via officer smartphone”, and finally, once again, computer crime or cyber-attacks is ignored in favor of Body-Worn Cameras, which frankly is a highly valid point of contention.  The later is probably most especially relevant in that not only does most everyone have a camera phone and access to sites like YouTube, but also as pointed out in a section of the 2015 report under “What Keeps Law Enforcement Officials Up at Night?” the staggering statistic that of those agencies reporting, that 34% of their officers had less than 2 years of experience. 
	So yes, while other priorities have surfaced to take president over cybercrime for the time being, it’s merely a matter of, well, time really.  For an example of time in terms of scams is the ‘advanced fee’ which isn’t a new concept with its origin story dating back centuries in what was then called ‘Spanish prisoner’, however it has been industrialized by the internet and is more widely recognized as ‘Nigerian’ who now bear the stigma and it continues to plague the gullible and unwary today.  Scam emails are sent out by the millions by a single source and if even one one-hundredth of 1% responds, that’s still ten people per mailing from which hundreds, thousands, or even tens of thousands of dollars can potentially be harvested.  For their part, and in response to mounting political pressure from foreign nations over failure to investigate and crack down on scammers, the Economic and Financial Crimes Commission (EFCC) was set up by Nigeria in 2003.  However, the rate at which crimes occur and the rate at which a successful case can be build and a conviction garnered are hardly in keeping pace with one another.  The odds are heavily in favor of the criminal not getting caught, thus adding to the appeal. 

Conclusion:

	There is no such thing as a one-size fits all solution to addressing the needs of computer criminal activity prevention and prosecution.  What may work well in one instance will not necessarily work in another.  The cyber-criminal element could be looked at like a biological virus, capable of mutating from one strain to the next leaving science lacking and victims plentiful.  What is clear is the profound impact that computers, digital media, and by extension the World Wide Web in general will continue to be a dominating force in the criminal underworld for the foreseeable future. 
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